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MexayHapoaHblii npoekT «CereBU4ok» (CeTeBUUOK.pd).

MpoekT npeacraBnser coboii rpynny oHNaiH-MeponpuUaTHii

HEJ1b3A

1. Bcem noapsia cooblatb CBOK YacTHYO MHBOpMaumio (HacToswme ums, damunuio, TenedoH, agpec, HoMep LWKOMbI, a Takke doTorpadumn
CBOM, CBOEV CeMbU U Apy3eit); 2. OTKpbIBaTb BIOXKEHHbIE (aiifibl 3NEKTPOHHOM NOYTHI, KOrAa He 3Haellb oTrpaBuTens; 3. [pybuTsb,
NpUAMPaTLCS, OKasbiBaTb aBfieHMe — BECTU cebs HEBEXIIMBO U arpeccuBHo; 4. He pacriopskaiicst AeHbramu TBOe CeMbM 6e3 paspeLleHust
CTaplivx — BCerfa crnpaimsaii poautenelt; 5. He BcTpevaiicst ¢ IHTEPHET-3HaKOMbIMU B PeanbHOM XM3HU — MOCOBETYWCS CO B3POC/IbIM,
KOTOPOMY A0BEpSELLb.

OCTOPOXKXHO 1. He Bce nuwyT npaBay. YnTtaewsb o cebe HenpaBay B ViHTepHeTe — cooblm 06 3TOM CBOMM poAUTENSIM UK ONeKyHaM; 2.
MpuvrnawatoT nepenucbiBaThCs, UrpaTb, 0BMEHNBATLCS — MPOBEPL, HET N NOABOXa; 3. He3akoHHOe konupoBaHue daiinos B MIHTepHeTe —
BOPOBCTBO; 4. Bcerga pacckasbiBali B3poc/ibiM 0 Npo6rieMax B CETM — OHUW BCeraa noMoryT; 5. Micnonb3yi HacTpolikv 6e30nacHoCTU U
NpUBaTHOCTK, YTOGbI HE NOTEPSATb CBOM aKKayHTbI B COLICETAX M APYrMX nopTanax.

MOXKHO 1. YBaxalt apyrux nonb3osaTteneit; 2. Monb3ayelbcst VIHTEPHET-UCTOMHWMKOM — Aenai CCbinky Ha Hero; 3. OTKpbiBali TOMbKO Te
CCbISIKM, B KOTOPbIX yBepeH; 4. ObpalLaTbCs 3@ NMOMOLLBIO K B3POC/bIM — POAUTENM, OMEKYHbI U aAMUHUCTPALIMS CaliTOB Bcerga nomoryT; 5.
Mpovian oby4yeHne Ha caiTe «CeTEBUYOK» M NOMYYM NacnopT LUMbpPOBOro rpaxaaHnHa!

C KaXAbIM roZI0M MOSIOAEXMW B MHTEPHETE CTAHOBUTHLCSA 60sbLUE, A LWKOMbHWKM OAHU M3 CaMblX aKTVBHbIX MoJSib30BaTenel PyHeTa. Mexay
TeM, NOMUMO OFPOMHOIO KOMMYECTBA BO3MOXXHOCTEN, MHTEPHET HeCeT M nNpobniembl. ITa NaMsiTka A0MKHA NOMoYb Tebe 6e3onacHo
HaxoaMTbCs B CETU.

KoMnbloTepHbie BUPYCbl

KoMnbloTepHbIV BUPYC — 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrPaMM, OTANYUTENBHOW 0COBEHHOCTLIO KOTOPOW SBASIETCS CMOCOBHOCTb K
Pa3MHOXeHUI0. B AONOMHEHNE K 3TOMY, BUPYCbl MOMYT MOBPEAWTb MM MOSIHOCTBIO YHUUTOXMWTbL BCe (halibl U AaHHbIE, MOAKOHTPOSIbHbIE
nosb30BaTeNto, 0T MMEHM KOTOPOro 6bina 3anylieHa 3apaxéHHas NporpaMMa, a Takxke NoBPeauTb UK AaXe YHUUTOXMUTb OnepaLoHHYIo
cUcTeMy Co BceMu chaitnamm B LieNoM. B 601bLIMHCTBE CllydaeB pacrnpoCTPaHSOTCS BUPYChl Yepes MHTepHeT. MeToabl 3aLuTbl OT
BPEAOHOCHbIX NMporpaMMm: 1. Mcrnonb3yii coBpeMeHHbIe onepaLoHHbIe CUCTEMbI, MMEIOLLME CEPbE3HbIV YPOBEHb 3alUWTbl OT BPEAOHOCHBIX
nporpamMm; 2. MocTosiHHO ycTaHaBMBal nayTy (LMGPOoBbIE 3aMnaTKM, KOTOpble aBTOMAaTUUYECKU YCTaHaBMBALOTCS C LieSbio AopaboTku
nporpamMmbl) 1 Apyrve o6HOBNEHUS CBOEI omnepaLMoHHON cncTeMbl. CkaumBaii UX TOSIbKO € odbuLmanbHoro caiTa paspabotunka OC. Ecnu
CyLLeCTBYET PEXUM aBTOMAaTUYECKOro 06HOBEHUS, BKouM ero; 3. PaboTaii Ha CBOeM KoMMbloTepe Moz npaBaMu Mosib3oBaTensi, a He
aAMUHMCTPaTOpa. ITO He NO3BOMUT BOJbLUMHCTBY BPEAOHOCHBLIX MPOrPaMM MHCTASIMPOBATLCS Ha TBOEM MepCOHaNIbHOM KOMMbIOTEpE; 4.
Mcnonb3yii aHTMBMPYCHbIE NMPOrpaMMHbIe NMPOAYKTbI M3BECTHBLIX NMPOU3BOAMTENEN, C aBTOMATUYECKUM 06HOBNEeHMeM 6a3; 5. OrpaHnyb
u3MYECcKMii OCTYN K KOMMbIOTEPY ANS MOCTOPOHHMX NnL; 6. MCronb3yii BHELWHME HOCUTENM MHdOoPMaLMK, Takme Kak drellka, ANCK um
aiin U3 MHTepHeTa, TONbKO M3 NMPOBEPEHHbIX UCTOYHMKOB; 7. He OTKpbIBal KOMMbIOTEPHbIE (Daiifbl, MOMyYeHHbIE U3 HEHAAEXHBIX
MCTOYHMKOB. [laxke Te haisibl, KOTOpble NMpKUCIan TBOM 3HAKOMbIN. Jydlle YTOYHM Y HEro, OTMNpPaB/Is/ N OH Tebe WX.

Cetn WI-FI

Wi-Fi — 3T0 He BMA nepeayn AaHHbIX, HE TEXHONOrUSI, a BCero Nuwb 6peHa, mapka. Ewe B 1991 roay HuaepnaHAackas KoMnaHus

3aperucTpupoBana 6peHa «WECA», uto 0603Haqasno cnoBocoyeTaHve «Wireless Fidelity», koTopblii NepeBoanTCs Kak «6ecrnpoBofHas



TOYHOCTb». [l0 Hallero BpeMeHu Aowna apyras abbpesnaTypa, KoTopas sIBNSETCs Takol e TexHonoruel. 31o abbpesuaTypa «Wi-Fi».
Takoe Ha3BaHMe 6bII0 AaHO C HAMEKOM Ha CTaHAApT BLICLUMIA 3BYKOBOW TexHMKM Hi-Fi, uTo B NnepeBoae 03HaYaeT «BbICOKasi TOMHOCTb>. [a,
6ecrnnaTHbIN MHTEPHET-A0CTYN B Kade, OTENSX U a3ponopTax SBASETCS OTIMYHOW BO3MOXXHOCTBIO BbIXOZA B MHTEPHET. HO MHOMME SKCnepThl
cuuTaloT, YTo 0bwenocTyrnHble Wi-Fi ceTn He siBnstoTcst 6e3onacHbiMu. CoBeTbl Mo 6e30macHoCTM paboTe B 06LieaocTynHbix ceTax Wi-fi: 1.
He nepepnaBali CBOKO NMYHYIO MHbOPMaLUMio yepes obuieaocTynHble Wi-Fi ceTu. PaboTas B HUX, enaTenbHO He BBOAUTL Maposn AocTyna,
JIOTVHbI M Kak1e-To HoMepa; 2. Wcnonb3yii 1 06HOBASM aHTUBMPYCHbIE NporpamMMbl 1 6paHaMayep. TeM caMbiM Tl 06e30Macuilb cebs oT
3aKayky BMpYyCca Ha TBOe YCTpoMcTBO; 3. Mpu ncrnonb3oBaHumn Wi-Fi oTkioum dyHkumio «O6LLmii AoCTyn K halinam 1 npuHTepam». [JaHHas
(yHKUMA 3aKpbITa MO YMONYaHWIO, OAHAKO HEKOTOPbIE MOMb30BaTENM aKTUBMPYIOT eé Ans yaobcTea ncnonb3oBaHuns B paboTte unu yuebe; 4.
He ucnonb3yii ny6nmuxbii WI-FI ans nepeaaym nUYHbIX AaHHbIX, HAaNpyUMep Ans BbiXoAa B COLMabHbIE CETU UMW B 3IEKTPOHHYIO MOYTY; 5.
Mnonb3yi ToNbKO 3allullieHHoe coeanHeHue vepes HTTPS, a He HTTP, T.e. npu Habope Be6-aapeca BBOAM UMeHHO «https://»; 6. B
MOB6UIbHOM TenedoHe oTKMoUM hyHKUMIO «IMoaktoYeHne K Wi-Fi aBToMaTudeckn». He gonyckali aBToMaTMyYeckoro noAK/IioueHUs
ycTpoiicTBa k cetam Wi-Fi 6e3 TBoero cornacus.

CoumasnbHble ceTn

CoumanbHble CeTU akTUBHO BXOAST B HaLly >XW3Hb, MHOrUe noan paboTatoT M XMBYT TaM NOCTOSIHHO, @ B Facebook yxxe 3aperncrpuposaH
MUNIMAPA YENOBEK, YTO SIB/SIETCA OAHOM CEAbMOI BCEX XUTenel nnaHeTbl. MHOrMe nosib30BaTeny He NOHMMALOT, YTO MHdbOopMaLus,
pa3MeLleHHas MU B COLMarbHbIX CETSIX, MOXET BbITb HalAeHa M UCMONb30BaHa KEM YrofiHO, B TOM YuC/e He 06s13aTesibHO ¢ 6rarvMm
HamepeHnsMU. OCHOBHbIE COBETHI M0 6€30MacHOCTU B coLManbHbIxX ceTax: 1. OrpaHuyb CnvMcok apy3en. Y Tebs B Apy3bsx HE JO/HKHO ObiTh
CNyYaliHbIX U HE3HaKOMBbIX Ntofen; 2. 3alymiiaii CBOK YacTHYIO XM3Hb. He ykasbiBaii naponv, TenedoHbl, agpeca, fAaTy TBOEro poXXAeHus v
APYryto JINYHYIO MHAOPMALMIO. 3M10YMBILLIIEHHWKMA MOTYT MCMO/b30BaTh AaXe MHPOPMaLMIO O TOM, Kak Tbl U TBOW POAUTENN NNaHupyeTe
NMpOBECTU KaHUKySbl; 3. 3alyMLiai CBOK peryTauuio — AepXu ee B YUACTOTe U1 3aAaBall cebe Bonpoc: xoTesn bl Thl, YTOObI Apyrue
nosnb30BaTeNny BUAENM, YTO Thl 3arpyxaellb? Moaymaii, Npexae YeM YTo-To ornybnmkoBaTb, HanucaTb U 3arpy3uTb; 4. ECnv Tbl FOBOPHLLbL C
TIOABMMU, KOTOPbIX He 3Haellb, He UCMOoSb3yl CBOe peasibHoe UMSi U APYTYIO JIMYHYI0 MHOPMaLMK: UMSl, MECTO XWUTENbCTBA, MeCTo y4ebbl 1
npouee; 5. M36erain pasmelleHusi hotorpaduin B UHTEPHeTE, rae Tbl M306paXeH Ha MECTHOCTU, MO KOTOPOI MOXHO OMpeaennTb TBoe
MecTornonoxeHue; 6. Mpu perncTpaumm B coumanbHon ceTu HeobX0ANMO UCMOSb30BaThb CIOXKHbIE MapOony, cocTosilume U3 6ykB 1 Lmdp 1 ¢
KOSIMYECTBOM 3HaKoB He MeHee 8; 7. [Jnsi coumanbHo CeTH, MoYTbl U APYruX caiToB HEOBX0AMMO MCMOoMb30BaTh pasHble naponu. Toraa
ecnn Tebs B3M10MaloT, TO 3M0YMbILLIEHHUKM MONyYaT AOCTYN TONbKO K OAHOMY MECTY, a He BO BCe Cpasy.

DNIeKTPOHHbIE AEHbIN

ONEeKTPOHHbIE A€HbIM — 3TO OYeHb YAOGHbIV Crocob nnaTexel, 04HAKO CYLLECTBYIOT MOLIEHHWKM, KOTOPbIE XOTST MOY4UTb 3TU AEHbIU.
DNEKTPOHHbIE eHbIM NOSIBUNINCL COBCEM HEAABHO M UMEHHO M3-3a 3TOr0 BO MHOTMX roCyapCTBax A0 CUX MOP He MPOMMCaHO MPO HUX B
3aKkoHax. B Poccum xe oHM yHKLMOHMPYIOT M O HUX YXKe MPOMMCaHO B 3aKOHe, FAe UX pasaensitoT Ha HECKObKO BUAOB — @HOHWMHbIE U He
@HOHUMHble. Pa3Huua B TOM, YTO @HOHUMHbIE — 3TO Te, B KOTOPbIX pa3peLlaeTcs NPOBOANUTL onepauun 6e3 naeHTudrKaLmum nonb3oBartens,
a B HEAHOHWMHbIX MaeHTUdMKaLMM Nonb3oBaTens sBseTcs obs3aTenbHoW. Takke crefyeT pasnuyaTh SMeKTPOHHbIE GUaTHbIE AeHbIY
(paBHbI roCcyaapCTBEHHBIM BasltoTaM) U 3NeKTPOHHbIE HedMaTHbIe AeHbrn (He paBHbl FOCYAapCTBEHHbIM BantoTaM). OCHOBHbIE COBETbI MO
6e30mnacHoii paboTe C 3NeKTPOHHBIMU AeHbramu: 1. MpUBSHXKM K cHETY MOBWUNbHBIN TenedoH. 3To camblil yA06HbIN U BbLICTPLIN CNocob
BOCCTaHOBUTb AOCTYN K cYeTy. puBsi3aHHbIl TenedoH NOMOXET, ecnu 3abyaellb CBOW NiaTeXHbIN Naponb Wiu 3aifellb Ha CauT C
HE3HaKOMOro YCTPOICTBa; 2. Mcronb3yii ofHOpa3oBbie Naponu. Mocne nepexoaa Ha YCUIEHHY aBTopusauuio Tebe yxe He ByaeT yrpoxatb

OMACHOCTb KPaXMW MW MepexBaTta NaaTeXxHoro naposs; 3. Bulbepu CroxHbIA naposb. MpecTynHukam 6yaeTt He NpocTo yragaTb CIOXKHbIN



naposb. HapeXxHble Naposm — 3TO Naposu, KOTOpble COAEpXKaT He MeHee 8 3HAKOB M BKJOYAIOT B cebsl CTPOUHbIE U MPONUCHbIE BYKBbI,
LMdpbI M HECKOJIbKO CHMBOJIOB, Takue Kak 3Hak fonnapa, dyHTa, BoCKIULaTeNbHbIA 3HaK v T.n. Hanpuvep, $tRONg!;; 4. He BBOAM CBOM
JINYHBIE JaHHblE Ha caliTax, KOTOpbIM He 10BEpSsELLb.

DneKTPOHHas noyTa

DNEeKTPOHHAs MoYTa — 3TO TEXHOOTUS U NPEeAOCTaBISIEMbIE €0 YC/IYTY MO MEPECHIIKE U MOTYYEHWIO SNEKTPOHHBIX COOBLLEHUIA, KOTOpbIE
pacnpenensioTcs B KOMMbIOTEPHON ceTU. OBbIYHO 3NEKTPOHHBIV MOYTOBbIN SLLUMK BbIFISAUT CIEAYIOLLMM 06pasoM;
UMSI_Mosb30BaTeNs@uMs_AoMeHa. Takke KpoMe nepeaaqu npocToro TekcTa, MMEeeTCsl BO3MOXHOCTb NepesiaBaTb aiinbl. OCHOBHbIE COBETHI
no 6e3onacHovi paboTe C 3/1eKTPOHHON NMouTon: 1. Hago BbibpaTh MpaBuUsibHbINM MOYTOBbLIV CEPBUC. B MHTEPHETE ECTb OrPOMHbIN BbIGOP
6ecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO Jyylle AOBEPSTb TEM, KOTO 3HAELLb U KTO MEPBbIA B PeNTUHre; 2. He ykasbiBait B IMYHON MoYTe
JINYHYIO MHGOPMaLmio. Hanpumep, nydlue Bbib6paTh «My3blkasbHbli_haHaT@» nnm «pok2013» BMecTo «Temal3»; 3. Ucnonbayi
[IBYX3TarHyto aBTopM3aumto. To KOra NnoMyMo Mapons HY>XXHO BBOAMTL KOA, NpUChIaeMblii o SMS; 4. Bbibepy CNOXHbIN Naponb. s
KaXkaoro Mo4YTOBOro sLLMKa AOMKEH BbiTb CBOWM HAAEXHbIN, YCTOWUMBLIN K B3/1OMY Maposib; 5. EC/M eCTb BO3MOXXHOCTb HanucaTb CaMoMy
CBOW NINYHbIV BONPOC, UCMOSb3YM 3Ty BO3MOXHOCTb; 6. MCMOsb3yi HECKONbKO MOYTOBLIX ALWMKOB. MepBbli Afis YaCTHOW Nepenmncku ¢
afpecaTamu, KOTOPbIM Thl AOBEPSiELLb. DTO NEKTPOHHbIN aApec He HaZlo MCMOb30BaTh MPY perucTpaumn Ha dopymax u caiTtax; 7. He
OTKpbIBaii haiinbl U Apyrue BAOXKEHUS B MUCbMaX AaXXe €CIM OHU MPULLAW OT TBOMX Apy3el. Jlyylle yTOUYHW Y HUX, OTNPaBAsv v OHM Tebe
37K dalinbl; 8. Mocre okoHYaHUS paboTbl HA MOYTOBOM CEPBUCE Mepes 3aKpbiTUEM BKIAAKM C CaliToM He 3abyab HaxaTb Ha «BbIiTu».
Kn6ep6ynnmnHr nnm BupTtyasibHoe usaeBaTesbCTBO

KunbepbynnmHr — npecnefosaHune coobLieHnsMm, coaepxKallmMmmn ockopbneHms, arpeccuto, 3anyrmBaHue; XyamraHcTeo; couunanbHoe
60MKOTMPOBAHWE C MOMOLLIO PA3UYHbIX MHTEPHET-CePBUCOB. OCHOBHbIE COBETHI N0 60pbbe ¢ knbepbynnuHrom: 1. He 6pocaiics B 60M.
Jlyywmin cnoco6: nocoBeToBaTbCs Kak cebst BECTU U, eClIM HET TOro, K KOMY MOXHO 06paTuTbCsi, TO BHa4ane yCrnokouTbCes. ECnn Thbl HauHellb
0TBEYaTb OCKOPGIEHNSAMM HA OCKOPBNEHNS, TO TOMbKO eLle 60blie pPa3oXokellb KOHMAMKT; 2. YnpaBnsii cBoen kubeppenyTtauven; 3.
AHOHVMMHOCTb B CETU MHUMasi. CyLLeCTBYIOT Crocobbl BbISICHUTb, KTO CTOUT 338 @HOHWMHbBIM akkayHTOM; 4. He CTOUT BECTU XynuraHck ui
06pa3 BUPTYyarnbHOM XM3HW. IHTEPHET UKCUpyeT BCe TBOWM AENCTBUS U COXpaHSieT UX. YAanuTb ux 6yAeT KpaiiHe 3aTpyAHUTENbHO; 5.
Cobntoaaii cBOM BUPTYasibHYIO YeCTb cMonoay; 6. UrHopupyi eaMHuYHbIN Heratus. OAHOpPasoBble 0CKOPOUTENbHbIE COOBLLIEHMS NyYlle
MrHopumpoBaTh. O6bIYHO arpeccusi MpekpaLlaeTcs Ha HadanbHoM ctaauu; 7. baH arpeccopa. B nporpaMMax o6MeHa MrHOBEHHbIMU
COO6LUEHMSIMK, B COLMANBHBIX CETSIX €CTb BO3MOXHOCTb BI0KMPOBKM OTMPaBKM COOBLLEHUI C ONpeaeneHHbIX aapecos; 8. Ecnm bl
cBugeTenb kubepbynnmHra. TBou AeNUCTBUS: BbICTYNUTb NPOTUB NpecriefoBaTens, nokasatb eMy, YTO ero AeMCTBUS OLeHUBAIOTCS
HeraTVMBHO, NOAAEPXKaTb XKEPTBY, KOTOPOM HyXHa NCUXONoruyeckasi MoMOLLb, COOBLLMTL B3POC/bIM O (haKTe arpecCMBHOIO NOBEAEHUS B
cetu.

Mo6usibHbIN TenedoH

CoBpeMeHHble cMapTdOHbI 1 MaHLWeTbI cogepxaT B cebe BrosiHe B3poC/biii PyHKLMOHaN, U TENEPb OHU MOTYT KOHKYpPVPOBaTb CO
CTalMOHapHbIMK KOMMbloTepamMu. OHaKo, CPEACTB 3alMTbl A1t MOAOGHbIX YCTPOWCTB MOKa OYeHb Mano. TeCTMpPOBaHWeE U MoWcK
YSI3BUMOCTEN B HUX MPOUCXOAWT HE TakK UHTEHCMBHO, Kak Ans MK, To e camoe Kacaetcst U MObWsbHbIX NMpuiokeHui. COBpeMEHHbIE
MO6WMbHbIE Bpay3epbl YXKe NPaKTUYECKN AOrHANM HACTOJIbHbIE aHaNor1, OAHaKo pacluMpeHve dhyHKLUVOHaa BfeyeT 3a coboi 60/bLuyto
C/TOXKHOCTb M MEHBbLLYIO 3alMLIEHHOCTb. [laneko He BCe MPOV3BOAMTENM BbiMyCKaloT 0BHOBMEHWS, 3aKpbIBAlOLIME KPUTUYECKME YSI3BUMOCTH

Ansa CBOUX y(.‘l'pOl‘;ICTB. OCHOBHble coBeTbl A5 6e30nacHOCTM MOBUIbHOMO Tenectha: 1. Huyero He siBnsgeTCsa No-HacToswemy 6ecnnaTHbIM.
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Byab ocTopoxeH, Beab koraa Tebe npeanaratoT 6ecrnnaTHbI KOHTEHT, B HEM MOTYT 6biTb CKPbIThI Kakue-To niaTHble ycnyru; 2. Jymaid,
npexae 4yeM otnpasutb SMS, ¢oTo nnm BuAeo. Thl TOUHO 3Haellb, rAe OHW ByayT B KOHEYHOM UTOre?

3. Heo6xoanMMo 06HOBNSATb OMEPALMOHHYIO CUCTEMY TBOEro cMapThoHa; 4. /cnonb3yi aHTUBMPYCHbIE MPOrpaMMbl A71st MOBUMbHBIX
TenedoHoB; 5. He 3arpyxait NpunoXeHusi OT HEU3BECTHOMO UCTOYHMKA, BEb OHU MOTYT COAEPXaTb BPeAOHOCHOE NporpamMMHoe
obecneyeHue; 6. Mocie Toro Kak Thl BblAELLb C caliTa, rae BBOAMI IMYHYIO MHGOPMaLMIo, 3aiian B HAacTpoliku 6paysepa v yaanu cookies;
7. Meproanyeckmn NpoBepsiii Kakne niaTHbIe YCyru akTUBMPOBaHbI HA TBOEM HOMepe; 8. [laBaii CBoW HOMEP MOBMbHOrO TenehoHa ToNbKO
TOASIM, KOTOPbIX Thl 3HAELLb M KOMY AoBepsielb; 9. Bluetooth gomkeH 6biTh BbIKIOYEH, KOrAa Thl UM HE Nonb3yellbcs. He 3abbiBaii MHOraa
npoBepsiTb 3TO.

Online urpbl

CoBpeMEHHbIE OHMANH-UIPbl — 3TO KPACOYHbIE, 3aXBaThlBAOLME PA3BIEUYEHNS, O6bEANHSIOLIME COTHM ThICSY YESIOBEK MO BCEMY MUPY.
Mrpoku uccnepytoT AaHHbI UM MU, 06LLAOTCS APYr C APYrOM, BbIMOJHAIOT 33A@HNsl, CPAXaloTC C MOHCTPaMU U MOJyHatoT OnbIT. 3a
YOOBOJSIbCTBUE OHM MNATAT: MOKYMAOT AWCK, ONylaunBaloT aboHEMEHT unn NpuobpeTatoT Kakne-To onuuu. Bce 3TM cpeactsa vayT Ha
rnoaAep)KaHue v pasBUTHE Urpbl, @ Takoke Ha caMy 6e30MacHOCTb: COBEPLLEHCTBYIOTCS CUCTEMbI @aBTOPU3aLIMM, BbIMyCKAOTCS HOBblE MaTyu
(umdpoBble 3annaTkv 4ns NPorpamMm), 3aKpbIBAKOTCA YS3BUMOCTY CepBepOB. B N0A06HbIX Mrpax CTOMT onacaTtbCsl He CTOSIbKO CBOMX
COMEPHMKOB, CKOJIbKO KPaXXW TBOEro Maposisi, Ha KOTOPOM OCHOBaHa CMCTEMa aBTOpM3aLMmM 60bLUMHCTBA Urp. OCHOBHbIE COBETLI MO
6e30MacHOCTV TBOEIO MrpoBOro akkayHTa: 1. Ecnm Apyrovi Urpok BefeT cebs Nioxo uim co3aaeTt Tebe HenpuSTHOCTY, 3abnokupyi ero B
Crvcke UrpokoB; 2. Moxanyincs agMUHUCTpaTopaM Urpbl Ha MIoXoe NoBeAeHWe 3TOro Urpoka, XKenaTebHO NMPUIOXUTL Kakue-To
[l0Ka3aTeNnbCTBa B BUAE CKPUHOB; 3. He ykasbiBall IMUHyt0 MHbopMaumio B npodaiine urpbl; 4. YBaxai Apyrux y4acTHUKOB Mo urpe; 5. He
yCTaHaBn1Bal HeoduLUmManbHble NaTym U MoAabl; 6. VIcnonb3yii crioxkHble 1 pasHble Naponu; 7. [laxe BO BpeMsl Urpbl He CTOUT OTK/OYaTb
aHT1BMpYyC. Moka Tbl Urpaellb, TBOM KOMMbIOTEP MOrYT 3apasuTb.

DULINHT KN KPaXKka JINYHBIX AAaHHbIX

OB6bl4yHOM Kpakeii AeHer 1 AOKYMEHTOB CErofiHsl Y>KEe HUKOrO He YAVBHULLbL, HO C Pa3BUTUEM WHTEPHET-TEXHOON WA 3M10YMbILLAEHHWKN
nepemMecTuInCb B MHTEPHET, U NPOAODKAIOT 3aHNMaTLCS «T06MMbIM» AenoM. Tak NosiBuAacL HoBast Yrpo3a: MHTEPHET-MOLIEHHNYECTBa Un
WWKH, rNaBHas Liefb KOTOPOro COCTOWT B MOMyYeHUN KOHdMAEHUManbHbIX AaHHbIX NOsb30BaTenell — IorMHOB M naponen. Ha
aHrnuiickoM si3bike phishing yutaeTcs kak duwmHr (ot fishing — pbibHas noens, password — naponb). OCHOBHblE COBETHI M0 6opbbe ¢
¢uwmHrom: 1. Cneawm 3a cBOMM akkayHTOM. Ecnm Tbl nofo3peBaellb, YTO TBOSA aHKeTa bbina B3/ioMaHa, To HeobxoAMMO 3ab1okMpoBaThb ee 1
CO06LMTb aAMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO ckopee; 2. Mcnonb3yi 6e3onacHble Be6-caliThbl, B TOM YNCTE, UHTEPHET-
MarasuHOB M MOUCKOBLIX cucTeM; 3. Ucnonb3yil CRoXHbIE U pasHble naponu. Takum o6pa3oM, ecnn Tebsi B3NOMatoT, TO 3/10YMbILLIEHHWKM
nonyyaT AOCTyN TOMbKO K OAHOMY TBOEMY Mpodunto B CETH, a He KO BceM; 4. Ecnn Tebs B3nomManu, To HeobxoaAMMO npeaynpeauTb Bcex
CBOMX 3HAKOMBbIX, KOTOpPble A0o6aBneHbl y Tebs B Apy3bsiX, O TOM, YTO Tebs B3NIOManu 1, BOSMOXHO, OT TBOEro MMeHn ByaeT paccbliaTbCs
CraMm M CCbINIKM Ha ULLMHIOBbIE CalTbl; 5. YCTaHOBU HageXHbI naposb (PIN) Ha MobubHbIN TenedoH; 6. OTKIIOUM COXpaHeHWe Naposns B
6pay3epe; 7. He oTkpbiBaii daiinbl v Apyrve BAOXKEHUs B NMUCbMax AaXe eCivi OHU NMPULLM OT TBOMX Apy3eWd. Jlyylue yTOUYHU Y HUX,
OTMNpPaBAsSAM N1 OHW Tebe 3Tu daisbl.

LndpoBas penytaumsa

LindpoBas penyTaumsi — 3TO HeraTMBHasi WK NO3UTUBHas MHbOpMaums B ceTn o Tebe. KoMmnpomeTupytowas nHdopMaLus pasMeLleHHas B
MHTEPHETE MOXET CEPbE3HBbIM 06pa3oM OTPasUTLCS Ha TBOEW peanbHOM Xu3HU. «LudpoBasi penyTauus» — 3T0O TBOW UMUK, KOTOPbIV

dopmMupyeTcs 13 nHbopMaumum o Tebe B MHTEpHETE. TBOE MECTO XUTENbCTBA, Y4ebbl, TBOE (PMHAHCOBOE MOJIOXKEHME, 0COBEHHOCTU



XapaKTepa U pacckasbl 0 65M3KMX — BCe 3TO HaKanJMBaeTcst B CETU. MHOIrMe NOAPOCTKU NIErKOMbBICIIEHHO OTHOCSITCS K NMy6AVKaLmMmu NMYHOM
MHdOpMaLmuK B UHTEPHETE, HE MOHMMasi BO3MOXHbIX NMOCNEACTBUIA. Thi JaXe He CMOXeLUb JoraflaTthCsl 0 TOM, YTo doTorpacdws,
pasMelleHHast 5 neT Hasag, cTana NpUYMHOW OTKasa NpuHsATL Tebs Ha paboTy. KoMMeHTapuu, pasMeLlleHre TBovx doTorpaduii u apyrve
[IeViCTBMSI MOTYT HE MCYE3HYTb [aXke Mocsie Toro, kak Tbl UX yAanuilb. Tl He 3Haellb, KTO COXpaHun 3Ty uHbopMauumio, nonana v oHa B
MOMCKOBbIE CUCTEMBI M COXPaHUACh N OHA, @ FMIaBHOE: YTO MOAYMaloT O Tebe OKpYdXKatoLLee NloaM, KOTOpble HAUAYT U YBUASAT 3T0. HaiiTu
MHMOPMALIMIO MHOTO JIET CMYCTSl CMOXET 060N — Kak U3 A06pbIX NO6YXKAEHWI, Tak U C HAMEPEHUEM MPUUMUHUTL Bped. ITO MOXET 6biTb
KTO yroziHo. OCHOBHbIE COBETHI MO 3aluTe LMdPoBOK penyTauuu: 1. MoayMal, Npexae YeM YTo-To ny6aMKoBaTh M NepesaBaTth y cebs B
6n1ore UK B coumanbHol cetu; 2. B HacTpolikax Npocuis yCTaHOBU OrpaHUYeHUs Ha NPOCMOTP TBOEMO Npoduisi U ero COAepPXKMMOro,
caenaii ero TonbKo «Ans Apysei»; 3. He pasmellait v He ykasbiBaii MHDOPMaLMIO, KOTopasi MOXKET KOro-mbo ockopbnsitb Unu obukats.
ABTOpCKOE nNpaBo

CoBpeMeHHble LLKONbHUKM — aKTUBHbIE Nosb3oBaTenun LumMdpoBoro NpocTpaHcTea. OAHAKO Aaneko He BCe 3HAK0T, YTO MOsb30BaHue
MHOIMMMM BO3MOXHOCTSIMU LincpoBOro Mupa TpebyeT cobniofeHns npasB Ha MHTENNEKTYaNbHY0 COBCTBEHHOCTb. TEPMUH «MHTENNeKTyanbHas
COBCTBEHHOCTL» OTHOCUTCS K PasfiMiHbIM TBOPEHUSIM YEOBEYECKOrO YMa, Ha4MHasi C HOBbIX M306pETEHUI U 3HAKOB, 0603HaYatoLLMX
CO6CTBEHHOCTb Ha MPOAYKTLI U YCYry, U 3akaHunBas KHUramu, dotorpadusmm, KWHOPUIbMaMmn U My3blkanbHbIMW NPOU3BEAEHNSMMU.
ABTOpCKME NpaBa — 3TO NpaBa Ha MHTENNEeKTyaNbHYy0 COBCTBEHHOCTb Ha MPOU3BEAEHNS HAYKK, TUTEpaTypbl U UCKYCCTBa. ABTOPCKME npaBsa
BbICTYNaloT B KaYeCTBe rapaHTUM TOro, YTO WHTENNEKTyasbHbI/TBOPYECKU TPy aBTopa He ByAeT HanpacHbIM, JacT eMy CripaBeavnBble
BO3MOXHOCTY 3apaboTaTb Ha pe3ynbTaTax CBOEro TpyAa, MoNyyYnTb M3BECTHOCTb U MpU3HaHue. HukTo 6e3 paspelueHns aBTopa He MOXeT
BOCMPOW3BOAMUTL €ro NPOU3BeAeHNe, PacnpOCTpaHaTh, My6ANYHO AEMOHCTPUPOBaTL, MPOAaBaTh, UMMOPTUPOBaTbL, NyCKaTb B MpoKaT,
ny6ANYHO UCMONHATL, MOKa3blBaTb/UCMONHATL B 3Mpe unu pasmelaTb B IHTepHeTe. /cnonb30BaHne «nmpaTckoro» nporpamMMHOro
obecrneyveHnst MOXET NPUBECTY K MHOTMM pUCKaM: OT MOTepy [aHHbIX K TBOMM akkayHTaM A0 6110KMPOBKY TBOEro YCTPOMCTB, rae
yCTaHOBMIEHa HeneranbHas nporpaMmma. He ctouT Taioke 3abbiBaTh, YTO CYLLECTBYIOT fierasnbHble U 6ecniaTHble NporpaMmMbl, KOTOpbIE MOXHO

HaWTK B CETW.



