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Henw3g otpunars Toro gakra, 4ro HHPOPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHAS CETh
«HTEpHET» BCE TECHEE IPOHMKAET B HAIly C BAaMHU JKHA3Hb. [l ONHMX OH cCTal
MCTOYHUKOM 3HAHUMU, ISl JPYTMX HCIONB3YyeTCs B pabOTe, KTO-TO HalIEed C MOMOUIBIO
WNHuTtepHeTa npyseil, a KTO-TO ak€ CMOT HAJIAJWTh CBOKO JUYHYIO KHW3Hb. DOJIBIIMHCTBY
U3 HAC JOCTATOYHO CJIO)KHO TMPEJCTaBUTh JI€Hb 0€3 OHIaiH-OOUIEHUs C ApPY3bIMH,
IIPOCMOTPA CBEKUX HOBOCTEN MJIM HOBBIX POJIMKOB.

PazButue B Poccuiickon @Penepanmu, KaKk U BO BCEM MHpPE, 3JIEKTPOHHBIX
TEXHOJOTUH M TEJEKOMMYHHKALMOHHBIX CETeH, BceoOIlas JOCTYNHOCTh B TJI0OATIbHOMN
KOMITbIOTEpHOM ceTu MHTEepHET pa3inyHbIX HH()OPMAIMOHHBIX PECYPCOB CIIOCOOCTBOBAIIO
MOSIBJICHUIO TPUHIIMITMAIBHO HOBOTO BUJa HApYIIEHUs] 3aKOHA — KUOEPIIPECTYIMHOCTH.

KubeprnpecTynmHOCTh — HE3aKOHHBIE JIEWCTBHSI, KOTOPbIE OCYUIECTBIISIIOTCS JIFOJIbMH,
UCIOJIb3YIOIUMH MHPOPMALIMOHHBIE TEXHOJIOTUH JIs1 IPECTYIHBIX LIeNeH.

[Ipaktuka mnOCHEAHUX JIET CBUACTEILCTBYET OO0 YBEIWYEHUM YHCIIAa TaKUX
IIPECTYILJICHUM.

HaubGonee pacnpocTpaHeHHBIMH TPECTYIUICHUSIMU B cepe KOMIbIOTEPHOM
uHGOpMALIMK SBISIOTCS OJIOKUPOBAHUE CANTOB U JIOKAJIbHBIX KOMIIBIOTEPHBIX CETEl,
HE3aKOHHOE KOMMPOBAaHUE HH(POPMALIUH.

OTBETCTBEHHOCTh 32 COBEPUIEHUE KOMIIBIOTEPHBIX MPECTYIUIEHUN MPENYyCMOTpPEHA
rmaBot 28 VYromoBHoro kojekca P®d, wumenyemoint «lIlpectymienus B cdepe
KOMIIbIOTEpHON MH(popManuu». J{aHHas TJ1aBa COAEPKUT TPU COCTaBa MPECTYIUIEHUH —
cT. 272 (HempaBOMEpHBIH TOCTYN K KOMIIbIOTepHON HMH(opmaruu), cT. 273 (co3nanue,
UCIIOJIb30BAHUE M PACIPOCTPAHEHHE BPEAOHOCHBIX KOMIIBIOTEPHBIX Mporpamm), cT. 274
(HapylieHre TpaBWi OJKCIUTyaTalliM CPEJCTB XpaHEeHHWs, OOpaOOTKM WM Tepenayu
KOMIIBIOTEPHOIN MHGOpMaIMK U HH)OPMAITMOHHO-TEIEKOMMYHUKAIIMOHHBIX CeTel ).

HenpaBuibHOE MoBeieHNE B UHTEPHETE MOXKET IPUHECTH BpEJ HE TOJNbKO Bam, HO
Takoke BamuM pogHbIM B OJTU3KUM.

Yr1o Takoe MNEPCOHAJTBbHBIC JTAHHDBIC H IMOYEMY OHHU TaK Ba’KHbI?

Cornacno ®enepanbHoMy 3akoHY Ne 152-D3 «O nepcoHanbHbIX JaHHBIX):

Ilepconanvuvie Oaunnvle — n06as ungopmayus, OMHOCAWAACA K NPAMO UIU
KOCBEHHO  ONpeOeleHHOMY Ul  OnpedelieMoMy  @uauuveckomy Juyy (cybvexmy
NePCOHANILHBIX OAHHBIX).

T.e. mepcoHanbHbIC HaHHBIE — 3TO MHPOPMAIUS O KOHKPETHOM 4YeJIOBEKE. JTO Te
JAHHBIE, KOTOpBIE MO3BOJISIIOT HaM Yy3HATh 4YEJIOBEKa B TOJIE, HACHTU(UIMPOBATH U
OTIPEJICTATh KaK KOHKPETHYIO JIMYHOCTh. TakuX UACHTU(PHUIIUPYIOMNX JAHHBIX OTPOMHOE
MHOXX€CTBO, K HHM OTHOCSTCS: (amwmins, uMs, OTYECTBO, JaTa POXKICHUS, MECTO
POXKIIEHUSI, MECTO JKUTEIbCTBA, HOMEp TeleoHa, aapec DIEKTPOHHOM TOYTHI,
dotorpadus, Bo3pacT u mp.

[lepcoHanbHble TaHHBIE HE CTOUT MyTaTh C JUYHBIMU JaHHBIMU. JIMUHBIE JaHHBIE —
3TO BOOOIIE COBOKYMHOCTh BCEX JIAHHBIX O Mojib3oBatene B Cetu. Hanpumep, nanHble o
re0JIOKAIMKU, CTATUCTHUKA 10 HauboJsee MOCEeNaeMbIM UHTEPHET-CTpaHuiiaM, (pororpadpuu
U T.J.



KoMy HyXHBI Ballli nepcoHaIbHbIE JaHHbIE?

80% npecTynmHUKOB OepyT UHPOPMAITUIO B COICETSX.

JInunast nHQOPMAIIHS UCTIONB3YETCS IS KPaXH MapoJiei.

JInunas wHbOpMAIUs KCIIONB3YETCS Ui COBEPIICHHUS TaKWX MPECTYIUICHUH, Kak
[IAaHTaX, BBIMOTATEJIbCTBO, OCKOPOJICHHE, KIEBETA, KHIHEITUHT, XUIIECHHUE.

OmnepaTopsl W WHBIE UM, MOTYYHBIINE JOCTYN K TEPCOHAIBHBIM JIaHHBIM,
00s13aHBI HE PACKpBHIBaTh TPETHUM JIMIIAM W HE PACTIPOCTPAHATH MEPCOHAJIbHBIC JaHHBIC
0e3 corjacus CyOBEKTa NEPCOHANBHBIX JaHHBIX, €CIM HWHOE HE TMPEAyCMOTPEHO
dbenepaibHBIM 3aKOHOM.

CyOBeKT TepCOHANBHBIX JAaHHBIX TPUHUMAET PEIICHHWE O TMPEJOCTABICHHH €ro
NEPCOHAIBHBIX JIaHHBIX U JIA€T corjiacue Ha ux oOpaboTKy cBOOOAHO, CBOEH BOJIEH U B
CBOEM HHTepece.

O0paboTka MepcoOHANTBHBIX JAHHBIX JJOMYCKAETCS B CICIYIOIIUX CIydasX:

1) oOpaboTka mEepCOHANBHBIX JAHHBIX OCYIIECTBISIETCS C corjacus CyOBeKTa
NIePCOHANILHBIX JAHHBIX HAa 00pabOTKY ero MepcoOHANBHBIX JaHHBIX;

2) o0paboTka TEepCOHAIBHBIX JJAHHBIX HEOOXOIWMa JUIS JIOCTYDKEHHUS LeJeH,
IPeyCMOTPEHHBIX MEXIYHAPOIHBIM TOTOBOpoM Poccuiickoit denepanyivi Ui 3aKOHOM,
JUI OCYIIECTBJICHHUS W BBHIMOJHEHHUS BO3JIOKCHHBIX 3aKOHOJATENILCTBOM Poccuiickoit
denepanuu Ha oneparopa PyHKIIHM, MOTHOMOYUHN U 00S3aHHOCTEH;

5) 00paboTka TMEpPCOHANBHBIX JIAHHBIX HEOOXOAWMa [JIsi WCIIOJHEHHs JO0roBOpa,
CTOPOHOM KOTOPOTO JHMOO BBIFOJOMPHOOpETATENIEM WM TOPYYUTEIEM IO KOTOPOMY
ABJIAETCS CYOBEKT IEPCOHANBHBIX JAaHHBIX, a TaKXkKe JJId 3aKIIOYEHUs JO0roBOpa IO
UHUIMATUBE CYOBEKTa MEPCOHAJIBHBIX JAHHBIX WJIHM JIOTOBOpa, MO KOTOPOMY CYOBEKT
NEPCOHATIBHBIX JaHHBIX OYJET SBISATHCS BBHITOJONPUOOpETATENEM WIH TOPYUUTENIEM;

6) 00paboTKa MEepCOHANBHBIX JIAHHBIX HEOOXOAMMa JIJIsl 3aIMMUThI KU3HU, 3T0POBBS
WIM WHBIX JKU3HEHHO BAXXKHBIX HHTEPECOB CYOBEKTa NEPCOHANBHBIX JAHHBIX, €CIIH
MOJIY4E€HUE COTJIacus CyObeKTa MepCOHANTBHBIX JAHHBIX HEBO3MOXKHO;

7) oOpaboTKa TMEepCOHAIBHBIX JAaHHBIX HEOOXoaWMa JJIss OCYIIECTBJICHHUS IIpaB U
3aKOHHBIX MHTEPECOB OIepaTopa WIM TPEThUX JIUIl JTUOO JJISl JOCTHKEHUSI OOIECTBEHHO
3HAYMMBIX IIeJIed TpPH YCJIOBHH, YTO TMPU STOM HE HAPYIIAIOTCS MpaBa M CBOOOIBI
CyObeKTa MepCOHAIbHBIX TaHHBIX;

11) ocymecTtBiasiercs o00pabOTKa IMEPCOHAIBHBIX  JIAHHBIX,  ITOJJICKAIINX
ONyOJMKOBAaHUIO WM O0O0S3aTEIbBHOMY PAaCKpPBITUIO B COOTBETCTBUU C (eaepabHbIM
3aKOHOM.

Kak 3a1uuTuTh CBOHM NNePCOHAJTbHbBIC HaHHLIe?

B a0contoTHOM OOJIBIIMHCTBE CIY4aeB Mbl CAMU YKa3blBa€M CBOU NEPCOHAIbHBIC
JaHHBIE TIPU PETHCTpAlMd Ha caitax, O(QOpPMIICHMH 3aKa30B B HMHTEPHET-Mara3mHax,
3amojgHEeHUN TPOGUIIS B CONMAIBHBIX CETAX WM JaKe MPU COCTABICHWU MOWCKOBOTO
3amnpoca.

OOpartuTe BHUMaHHE, MPOIOJIKAS PETUCTPAIIMIO Ha IIOOOM caiiTe, BBl COTJIaIIaeTech
C TOJIb30BATEJIBCKUM COIJIAIIEHUEM, CTaBd «TAJOYKy» MPU 3aNOJHEHUH €ro MOJICH.
OOBIYHO H3TOrO0 JOCTAaTOYHO, 4YTOOBI pa3pelinTh BIAJETbllaM CcalTa MCIOJIb30BAThH
BBEJICHHBIE BAMHU JIaHHbBIE MPU PabOTE C €r0 CEpBUCAMMU.



Takum 00pa3om, MOJIB3YSACh CAMTOM MJIM YCIYroi, Bbl COIIIAIIaeTeCh HA Nepeiayy U
XpaHEHHE BallMX JAHHBIX, OyJAb TO JaTa POXKIAEHUS, HOMEpP MOOMIBLHOro TenedoHa,
NepenucKa U Jo0ble Apyrue JaHHbIe JUYHOIO XapakTepa. B3amMeHn ux 00s3yr0Tcs XpaHUTh
B KOH(QUIECHIMATBHOCTA U HA B KOEM CJy4yae He pasriamiarh TpeTbuM Junam. OJHaKko Ha
JIeJI€ 3TO HE BCErJa Tak — JAJEKO HE BCETJla CTOPOHA, OTBETCTBEHHAS 3a XpPaHEHUE BaIlIUX
MEPCOHANBHBIX JIaHHBIX, TOOPOCOBECTHO BBIMOJHAET CBOM oOsA3aHHOCTH. Kpome Toro,
HUKTO HE 3alllMIIEH OT B3JIoMa 0a3 JaHHBIX, COJAEPKAIIUX MEPCOHATBHYI0 MH(POPMAIIHIO,
WM TPOCTHIX OMHMOOK U YeJIoBevYecKoi onpomeTunBocTy. Hampumep, peructpupysice uiu
aBTOPU3YSACHh HA CaWTE 4YEpe3 COLMAIBHYIO CETh, BBl PA3PEIIACTE CANTY MOJYYUTH BAIIH
JUYHbIE JAHHBIE, U TOYHO HEU3BECTHO, KaK OH OyAeT MMM MOJb30BaThcs. TOYHO Tak ke
m0001 Ball 3BOHOK B Mara3uH WJIM CajlOH aBTOMAaTUYECKH BHOCHUT Ball HOMeEp B 0a3y
[10JIb30BaTEJIEH TOW KOMITAHUU.

CienoBaHNe HECKOJIBKHM MPOCTHIM COBETAM BO MHOIOM COKPATHT YIpo3y
HE3aKOHHOT0 UCMOJIb30BAHMS BAIIMX NMEPCOHAJBHBIX TAHHBIX:

OrpannuspTe 00BeM HMHpOpManuu o cebe, Haxojsmelcs B MHTepHETE. Y namute
nuiHue doTtorpaduu, BUIEO, aapeca, HoMepa TeleGOHOB, JaTy POXKIACHUS, CBEACHUS O
POMHBIX U OJIM3KUX U UHYIO JIMYHYIO HH(HOPMAIIHIO.

He otmpasnsiite Buneo u dotorpaduu JOaIM, ¢ KOTOPHIMU BBl TTO3HAKOMUJIUCH B
HNHTepHeTe U HE 3HAETE UX B peabHON KU3HHU.

Otnpaisisi KOMy-IHOO CBOM TEPCOHAJbHBIE JaHHbIE WM KOH(PHUICHIIMAIBbHYIO
uHpopMaIHio, yoeIuTech B TOM, YTO ajpecar — JeHCTBUTEIBHO TOT, 32 KOro ce0s BbIIAET.

[Ipu HeoOxoauMmocTH pa3MmelieHus OoObABICHHS B HHTEpHETE BOCHOJB3YHTECH
BPEMEHHOW CHM-KapTOl M BBIAYMAaHHbIM HMEHEM. MOMKHO TakKKe BOCIOJIb30BATHCS
ycnyroit «BTopoit Homep», KOTOPYIO MPeOCTaBIsIOT HEKOTOPhIE ONepaTopbl MOOMIBHOMN
CBSI3M. DJTa yciyra Mo3BOJISIeT MOJIKIIOUNUTh B «JIMYHOM KaOuHETe» BTOPOH HOMEP TOJIBKO
Ha ripueM 3BOHKOB 1 CMC. 3BOHUTH C HETO HE MOJYUYHUTCS.

Hcnonp3yiTe TOJNBKO CIIOKHBIE MAPOJIH, PA3HBIE JJISI PA3HBIX YUETHBIX 3alUCEH U
cepBucoB. llonmp30oBaTenu, KOTOpBIE HUCIOIB3YIOT OJMH M TOT XK€ Mapoib JJs BCEX
CEPBHUCOB, TIPU KOMITPOMETAIIMH XOTSI ObI OJTHOTO M3 CEPBUCOB MOTYT MOTEPSATH JTOCTYII KO
BCEM CBOUM YYETHBIM 3anucsaM. [IoBTOpHOE HCMOJb30BaHME NapoJield KaTeropuyecKu
3aMpenieHo.

PerynsipHo MeHsIITE apoIIn, )KENATEIbHO HE PEXE pa3a B MECHIL.

[Io BO3MOXHOCTH UCHONB3YWTE NBYX(PAKTOPHYIO aBTOPHU3AIMI0 — OTO METOJ
UAeHTU(UKAIMY TTOJIh30BaTENsl B KaKOM-JIHOO cepBuce (Kak mpaBuio, B HTepHETE) mpu
MTOMOIIY 3aMpoca ayTeHTU(UKAITMOHHBIX JIAHHBIX ABYX Pa3HBIX THUIOB, YTO 00eCIeYnBaET
IBYXCIOWHYIO, @  3Ha4uT, Oomee dDPQPEKTHBHYI  3aIUTy  aKKayHTa  OT
HECAHKIMOHUPOBAHHOTO MPOHUKHOBEHUs. Ha mpakThke 3TO OOBIYHO BBITVISIAWT TakK:
NepBbId pyOeX — 3TO JIOTMH U MapoJib, BTOPOW — CHEIHUATIbHBIA KOJI, MPUXOASIIIUN IO
CMC unu 371eKTpOHHOM HouTe.

3aBequTe cebe nBa aapeca BJIEKTPOHHOM MOYThI — YACTHBIM, I NEPENUCKU
(TIpUBaTHBINA ¥ MAJIOM3BECTHBIN, KOTOPBIMA Bbl HUKOTJIa HE MyOJUKyeTe B 00IIEI0CTYTHBIX
HMCTOYHUKAX) M MyOJUYHBIA — ISl OTKPBITOM AesATeNbHOCTH (POpYyMOB, YAaTOB U TaK
nanee).



Yro aenath, €cJiM Bbl CTAJHU KEPTBOH HaAPYylIeHUS B 00JIACTH MEPCOHAIBHBIX
JAHHBIX?

B nepByro ouepenbs BaM HeoOXOAMMO OOpPaTUTHCA B YIOJIHOMOYEHHBIM OpraH B
chepe NEpPCOHANBHBIX JaHHBIX — POCKOMHAaI30p, a TOYHEE, €ro TEePPUTOPUAIBHOE
VYipasieHue.

B uensix 0OOBEKTMBHOIO W MOJHOIO PAacCMOTPEHHS BaM HEOOXOJIHUMO YyKa3aTh
CIEAYIONIYI0 HH(DOPMAIIHIO:

1) nepeyeHb NEepPCOHANBHBIX TaHHBIX, HEMPABOMEPHO 00pabaThIBA€MbIX Ha CalTax B
cetu MuaTepHer;

2) cBeneHUs O JIOKYMEHTE, YJIOCTOBEPSIOIIEM Ballly JUYHOCThH (KOMUU CTPAHMI
nacriopTra), JJs  TOATBEPXKACHUS  MPUHAIJIEKHOCTA  TMEPCOHATBHBIX  JIAHHBIX,
HEMPaBOMEPHO pa3MEIIEHHbIX Ha caiitax B cetu WHTepHET, K BaM Kak K CYOBEKTY
NEePCOHANBHBIX JIAHHBIX;

3) To4yHBIE W JOCTYIHBIE ajpeca CTPaHUIl CaWTOB (yKa3aTelu CTPAHHI] CATOB B
cetu Hurepuer — URL), coxepkamue He3akOHHO oOpabOarbiBaeMble (pa3MelléHHBIC)
NEPCOHAJIBHBIE JaHHbIC, TO3BOJSIONIME OCYIIECTBUTh MPOCMOTP JIaHHBIX CTPaHUIL
VYrpaBneHueMm, a Takke CHUMKH JKpaHa C JAaHHBIMU CTpPaHUIIAMH, COJEpKallue B cebe
noyiHbld aapec crpanunbl caita (URL) m pmatel myOnukanuy MOCTOB/COOOIICHHMI,
COJIEpKaIllUX HE3aKOHHO oOpabaThiBaeMble (pa3MelIéHHBbIC) MEPCOHANbHBIE JaHHBIE Ha
TEeKYIIUA MOMEHT BpPEMEHHU (JlaTa) W JAPYrue CBEJASHUS, MOATBEPKIAIOIINE HAPYIICHUS
TpeOOBaHU 3aKOHO/IATEIHCTBA B 00JIACTH MEPCOHANBHBIX JaHHBIX (BUAC03AMUCh IKpaHa C
JENUCTBUSIMHU, MTO3BOJISIONIMMU 3a(pUKCUPOBATH HAPYLIECHUS U T.11.);

4) cBeneHus, YIOJHOMOYMBAIOIIUE BAC MPEACTABIATh UHTEPECHl (PU3MUYECKHUX JIUIL
(koMM JOBEPEHHOCTEM), MEPCOHANbHBIE JTaHHBIE KOTOPBHIX pa3MElIeHbl Ha calTax (B
Clly4ae HapyIIeHHs UX MpaB Kak CyOBEKTOB MEPCOHAIBHBIX JIAHHBIX ).

JIOmOJIHUTENBHO CJIeayeT NPeACTABUTH (IIPU HAJIUYMH):

- CBEJCHUS, MOATBEp KAatoNMe (PaKT HAMpPaBIEHUSI BaMHU B aJIpec aJIMUHUCTPAIIUU
caiita (manee — oneparop) TpeboBaHUs 00 YHUUYTOKEHUHU BAIlIUX MMEPCOHATBHBIX JAHHBIX C
yKa3aHHEeM Ha UX He3aKOHHOe TojiydeHue (0e3 coryiacus) onepaTopoM WM C yKa3aHUEM
TOTO, YTO OHHM HE SBJISIOTCS HEOOXOAWMBIMHM JUIS 3asBJICHHOW Ien 0O0pabOTKU
(mpencraBisieTcsi MPU BO3MOKHOCTH HAIlpaBIICHUsI YKa3aHHOTO TPeOOBaHUs);

- OTBET Omeparopa Ha Balie TpeOOBaHUE 00 YHHYTOKEHUHU BAIIMX MEPCOHATHHBIX
JAHHBIX (TIPY HATUYHN).

Oopawaem eHuMaHue Ha Mo, YMO 6ce UMEIOUUECs C6e0eHUs 00ICHbL Oblmb
npeocmaeiieHvl 6 aopec Ynpaenenusa eOuHoepemenno!

B cimywae ecnu nmo pesynbpratam ONpoBEPKH YHpaBieHHE POCKOMHaI30pa BBISIBUIO
HapylIeHUe, BbIIAeTCS Mpeanucanue o0 ero yCTpaHeHHH.

Ecnmn  VYnpasnenne PockoMHan3opa He yBUAEIO HApYLICHUs, BBl MOXKETE
0o0paTUTHCS B IIEHTPAJBHBIN anmapaT TaHHOTO BEIOMCTBA.

[TomuMoO 3TOro, BCe CyOBEKTHl MEPCOHAIBHBIX TAHHBIX UMEIOT MPaBO Ha 3alIUTy
CBOMX MpaB M 3aKOHHBIX MHTEPECOB, B TOM YHUCJIE HA BO3MEILIECHHE YOBITKOB U (WJIM)
KOMIIEHCAIIMIO MOPAJIBHOTO Bpea B CyI€OHOM MOpPSJIKE.

OTBETCTBEHHOCTh 3a HApPYIICHUE 3aKOHOAATEIbCTBA O MEPCOHAJBHBIX JAHHBIX
npeaycMatpuBaeTcss B cooTrBeTcTBUM co cT. 13.11 Komekca o0 agMHUHHCTpaTHBHBIX
npaBoHapyueHusax PO.






Kaxk 1eicTByIOT MOIICHHUKH

MOIIIEHHUKN OYEHb XOPOIIO 3HAIOT MCUXOJIOTHIO JIIOAEH U YMEIO UCHOJIb3YIOT BCIO
JNOCTYNHYIO0 HMH(QOpPMAIIUIO, BKJIIOYAsl Ty, KOTOPYIO »KEpPTBa MOIICHHUYECTBA HEBOJIHHO
BBIAET mpu oOmeHuu. B opranuzanuu TenedOHHBIX MaXWHALMK y4acTBYIOT HECKOJIBKO
npecTynHUKOB. OUeHb YacTO B TaKUE TPYMNIbI BXOAST 3J0YMBIIIJICHHUKHU, OTOBIBAIOIINE
CPOK B UCIIPABUTEIBbHO-TPYAOBBIX YUPEKICHUSIX.

MoueHHUKH HCIIOJB3YHOT CJICAYIOIINE MOTUBDI:

" 0ECIOKOMCTBO 3a OJIM3KUX M 3HAKOMBIX;

= 0ECTOKONMCTBO 3a CBOU TelNe(POHHBIA HOMED, CUET B OaHKE MM OAaHKOBCKYIO KapTy;

. ’KeJlaHUE BBIUTPATh KPYIHBIA MPHU3;

. JTHOOOMBITCTBO — KeJIaHUE TIOTYYUTh TOCTYII K KaKoi-1r00 nHpOpMaImy,

. KEeJaHuE TIOMOYb OOJIBHBIM JACTSAM WU JIIOASM, TIOCTPAJaBIIMM OT CTUXHMHBIX
0encTBUil.

CouumanbHbple CeTU SBIISIIOTCS Kiajae3eM MH(pOpMaIuu JJisi MOIICHHUKOB. Pa3meras
JTaHHBIE O ce0e Ha CBOMX CTpaHWYKaX, Mbl HE 3aTyMBIBAEMCS O TOM, KTO MOXET 3TUM
BOCIIOJIB30BaThCSl. MEXly TeM UMEHHO OJyiarogapsi HAaM CaMUM MOIIIGHHHKaM OOBIYHO HE
COCTaBJIsIET TPy/Aa y3HaTh HH(OPMAIIMIO O POJACTBEHHUKAX, KOHTAKTAX, YBICUCHUSIX CBOCH
MOTCHIUAIILHOW JKEPTBBI M IIPU BBIMAHWUBAHWU JICHET BHYIIWTH JOBEPUE 3HAHUEM €€
JIMYHOM KU3HH.

3.2. Buabl uHTepHeT-MOomeHHN4YecTBa. Kak 3amuTuth cedsi?

Haubonee pacnpocTpaHeHHBIMU BHJIaMU MOIICHHUYECTBA Ha JaHHBIA MOMEHT
SIBJISTFOTCSI

TesedoHHOE MOILIECHHUYECTBO

Cy1iecTBYIOT HanboJiee paclpocTpaHEHHBIE CXeMbI TeIe(OHHOTO MOIIIEHHUYECTBA.
BapuaHTOB TOro, Kak MNpEACTaBIT BaM HMX MOIIEHHHKH, OY€Hb MHOI0, HO CYTh HE
MECHSIETCS.

O6man mno Ttemedony. C Bac MOryrT mnoTpeOOBaTh BBIKYN WM B3SITKY 3a
0CBOOOXKIEHHE IKOOBI U3 OTAeieHus monuiuy win ¢ mecta JITII Bamero poacTBeHHUKA.
Uto aenaTh: B ATOM clly4yae IJJaBHOE HE MAHUKOBATh, TO3BOHUTH CAMOMY POJCTBEHHUKY,
€CJIM HE OTBEYAET, TO MOMBITATHCSI HAUTHU €ro Yuepe3 Apy3en U 3HAKOMBbIX.

CMC-npocbba o momomu. TpeboBaHue mepeBecTH OMPENCIEHHYID CyMMYy Ha
yKa3aHHBII HOMEpP C UCIIOJIb30BAaHUEM OOpAIICHUS «MaMay, «JIPyT», «CBIHOK» M T.I. UTo
JenaTh: HE CIEIIUTe NEPEeBOAUTH JI€HBIM, yOEeIUTeCh, YTO B HHUX JIEHUCTBUTEIBHO
HYJIa€TCs Balll POJICTBEHHUK WJIM 3HAKOMBIHN.

TenedoHnbiii HOMep-rpaduTenb. IlnaTHeld HOMEp, 3a 3BOHOK Ha KOTOPBIM CO
cy€Ta CNHCHIBAETCA ACHEX Hasg cymMma. UTO nenaTh: HE NEpe3BaHMBAITE HA HE3HAKOMBIE
nu npemoxenapie B CMC-coo0mieHnssx HoMepa TeaedOoHOB.

Beiurpeimn B JioTepee, KOTOPYH $SIKOObI NPOBOAUT PAANOCTAHUUS WJIH
omepaTtop cBsi3u. Bac MOryT monpocuTh OIIATUTh MONUIMHY, HAJIOT WU T.I., NEPEBECTH
CyMMY Ha ONpPEACIEHHBIA CYET, COOOMIUTD MPHIIECAMNNA Ha TeaedoH Koa. UTo nenarh: He
CIICIINTE TIEPEBOAUTH JICHBI'M WM COOOIMaTh Kakue-Tu00 JaHHBIE 110 TeledoHy.
[lozBonuTe mo oduIManbHBIM HOMepaM (yKa3aHHbBIM B CHpPAaBOYHHMKAX, Ha CalTax)
KOMIIAaHUM — OpraHu3aTopa JIOTEPEH WM KOHKypca, yOeauTechb B TOM, 4YTO Bac HeE
00MaHBIBAIOT.



IITtpaduble caHKHUM M Yrpo3a OTKJIYEHHS HOMepPa SIKOOBI 3a HapyllIeHHE
JIOTOBOpA C OMEpaTopoM Ballieil MOOUIIbHOM CBsi3U. UTO JenaTh: MO3BOHUTE CAMU CBOEMY
orneparopy no opUIMaTLHOMY HOMEPY, YTOUHUTE UH(POPMAIHUIO.

Omubo4HbIil mepeBoa cpeacTB. Bac mompocsaT mnepeBecTd SKOObI OUIMOOYHO
MEPEeBEAEHHBIE CPEJCTBA, A 3aTEM JIONOJIHUTEIBHO CHUMYT JE€HbrM. YTO Jenarth:
UTHOPUPYHUTE TOI00HBIE COOOIICHUST WK (€CIH 3TO Tele(OHHBINA Pa3roBOp) MOCOBETYUTE
JUTS1 BO3BpATa OMIMOOYHO MEepeBeAEHHON CyMMBI OOPaTUTHCS K OTIEPATOPY CBSI3U.

MoneHHMYeCTBO ¢ 0aHKOBCKUMHM KapTamMu

HauboJ1ee mony/jsipabie cnoco0bl MOLIEHHUYECTBA ¢ 0AaHKOBCKUMU KAPTAMMU:

CMC-coobuienre 0 OJIOKMPOBKE OaHKOBCKOW KapThl, O HECAHKIIMOHUPOBAHHOM
JBIDKCHUH JIEHEXKHBIX cpeacTB, cMeHe [TMH-koma, okoHuaHuu cpoka JEeUCTBUS KapThl U
T.J. C TpeOOBaHUEM NIEPEUTH IO CCHUIKE WIIM NIEPE3BOHUTH M0 YKa3aHHOMY Telie(poHy.

TenedonHblil 3BOHOK «paboTHHMKA OaHKa», MOTECHIUAIBHOTO «IOKYIMATEs» C
IpeJIOKEHUEeM MPOUTH K OirpkaiiimemMy OaHKOMATy W COBEPIIUTh MAHUIMYJISAIHUU C
0aHKOBCKOI KapTOl BO M30eKaHUE KaKUX-THUOO MOCTIECTBUM, BHECEHUS aBAHCA U T.II.

JJIsi  COXpaHHOCTM BAalIUX CPeACTB €00/I0aliTe OCHOBHBIE TPaBHJIA
0e30MmacHOCTH:

Huxomy He coobmaiite cBoit [IMH-konx, naxxe pabGorHukam Oanka. He BBOgmTe
[TNH-xox npu pabote B cetu IHTEpHET, OH MOXKET MOTPEOOBATHCS TOIBKO MOIIIEHHUKAM.

CMC-coobmiennst 1O MTPOBOAUMBIM  OMepalusM M0 OaHKOBCKMM KapTaM
pacchUIaloTCA C ONMpeACNIEHHBIX KOpOTKUX HoMmepoB (Coepbank — 900). Jlnsa cBs3u ¢
0aHKOM HEOOXOAMMO UCIOJIb30BaTh oOduiMaibHbple HoMepa KoHTakTHOro 1eHTpa,
ykazaHHble Ha OaHkoBckod kapre. Eciim B CMC-cooOmieHun o OJOKMPOBKE KapThl,
IBWKEHUM [ICHE)KHBIX CpPEICTB YKa3zaH Jpyrod HOMEpP, MO KOTOPOMY IIpeaiaraercs
MO3BOHHTH, TO 3TO MOIIIEHHUKH.

B cnydae BO3HUKHOBEHMsI TpoOsieM y OaHKOMara, HE TMPUHUMAWTE IOMOIIb
MOCTOPOHHUX, MO3BOHUTE B KOHTakTHBIA ILeHTp OaHka Mo TenedoHy, yKa3aHHOMY Ha
OaHKoMaTe.

Ecnu x Bam oOpatuiuch no tenedony, B IHTepHeTe, yepe3 coluanbHbIe CETH WIH
IPYTUMH CIIOCOO0AMU U MO/ Pa3IMYHBIMU MIPEAJIOTaMH TBITAIOTCA Y3HATh JaHHBIC O Ballen
0aHKOBCKOM KapTe (HOMEpP KapThl, TPEX3HAYHBINA KO/ HA 000POTHOM CTOPOHE KapThI), KO/,
MOPUIIEIIUNA Ha Baml MOOWIBHBIM TenedoH, Mapoiu WIM JPYryl0 TEepCOHATHHYIO
uHdopMaImio, OyJabTe OCTOPOKHBI, 3TO MOIIICHHHUKH.

[Tpu tenedonHOM OOIIEHMH HE COBEpIIANTE HUKAKUX JCUCTBUN y OaHKOMaTa IO
WHCTPYKIIMH «PaOOTHUKOB OaHKa», €CIU TOJBKO JAHHBIM 3BOHOK HE OBLI MHUIIMHPOBAH
JUYHO BaMHU.

He nepexonute no cceuikam B CMC-co001IeHUsX.

[Ipu monyuenun CMC-cooOmeHnit O CHITHH JEHEXHBIX CpPEICTB C Ballei
OaHKOBCKOM KapThl HEMEJIEHHO 00paIanTech B 0aHK, OJOKUPYIHTE KapTy.

MonmeHHHYEeCTBO B COLIMAJIbHBIX CETIX

MOIIIEHHUKN AaKTUBHO TMOJB3YIOTCS COLMAIBHBIMM CETSIMH W Pa3IuYHbIMU
cepBUcaMM OOIIECHUSI, HATPUMED, cCaliTaMU 3HAKOMCTB.

HOHy.]]ﬂprIe CIoCo0bI MOILIEHHUYECTBA:



PacnpocTpaHeHHe CCBUIOK HA BPEIOHOCHOE MNPOrpaMMHOe obecnedyeHue,
nopHorpadguyecKne caiiTbl, MOIIIEHHUYECKHE Pecypchl U Npuio:keHusi. [lonp3oBaTenn
COIMAJILHBIX CETeH YacTO CTaJKUBAIOTCS CO CIAaMOM, KOTOPBIA TMPUXOJUT K HHUM B
(JTMYHBIC COOONICHHS» OT WMEHHU <«JIpy3ei» WM HE3HAKOMBIX IOJIh30BaTENCH. DTO
O3HAYaeT, YTO AaKKAyHTHl 3THUX JIIOJICH B3JIOMaHbl. Kax npasuno, cColikKu 6 mMaKux
COOOWEHUSX CONPOBOANCOAIOMCS 3ABNEKAIOWUM MeKcmoM, Hanpumep: «Budena meou
gomo, s maxozo He odxcuoaina, nocmompu caml..», «B amoil 6aze OaHHbIX echmb 6Cs
ungopmayus Ha 106020 yenosexka» u m.n. UTo nenate: Huxoz0a He nepexooume no
NnO003PUMENbHBIM CCOLIKAM. [ 00Cmyna 68 COYuanbHylo cemb UCHONb3YUmMe YHUKANbHbIL
napob: OH O0AMCeH ObiMb ONUHHBIM, COCMOSMb U3 Yudp u aamuHckux Oyke. Jlyuuwie
UCNONIb308AMb PA3HbIE NAPOAU Ol PA3HLIX COYUATbHBIX cemel U Opyeux WHTEpHET-
cepBUCOB. He nododasatimecs Ha

NPU3bIE KO20-MO U3 «AOMUHUCMPAYUU CAUMA» coOOWuUmMs 8aul 102UH U NApoab NOO
Kakum-1ubo npeonocom. Pezynsapro MEHSANTE MapoJib OT COMMAIBLHOM CeTH (XOTs OBl pa3 B
MECSIT); OCTeperanTech MOIMIECHHUYECKUX CAaHTOB C TIOXO0KMMH 110 HAITMCAHWIO HA3BaHUSIMU
(vkontahte.ru, vkOntalkte.ru u T.4.). OTH «PUIIMHTOBBIE» CTPAHUIBI PACCUUTAHBI Ha
HEBHUMATEIBLHOCTh U HAa TO, YTO Bbl CaMHU IPEJOCTABUTE MOIICHHHKAM CBOW JIOTMH U
apoJib.

[] 3HakoMble He3HAKOMIbI. B cOIManbHBIX CETAX W HAa calTax 3HAKOMCTB
MOIIICHHUKH CO3JAI0T CTPAHUIIBI, TJIe YKa3bIBAIOTCS JIAHHBIC U pa3MernarTcs Gotorpaduun
BBIMBIIUIEHHBIX Jtofiell. C MOMOIIBIO ATUX CTPAaHHUI] OHHM 3HAKOMATCS C JPYTrUMHU
noJsib3oBarensiMu  caiita. Co BpeMeHEeM MOIIEHHUKHM BXOIAT B JIOBEpHUE, NpEIJIararoT
nepetu coOeceqHUKY Ha OoJiee «OIM3KOe» OOIIEHWEe M OCTABIAIOT CBOW HOMEp
tenedona. CaMbiM 0€300UIHBIM TOCIEACTBHEM TAKOTO OOIICHUs OyAeT TO, 4TO HOMED
OKa)KETCsl TUIATHBIM U C BAIlIeTO CU&Ta CIUIIYTCS JE€HBIH.

[] IIpocb0bI 0 (MHAHCOBOI MOMOIIH, 0JIATOTBOPUTEIbLHbIE AKIUN. MOIIICHHUKN
94acTO HCIIOJIB3YIOT TaKUE TIOBOJIbI, TOATOMY, MpPEXJIE YeM TNEePEeBECTH [EHbIH s
MOMOIIK, YyOeauTeCh, 4YTO Bac He oOMaHbBatoT. OOpaTuTe BHHMMaHHWE Ha HaJM4YWC
HECKOJIbKUX KOHTaKTOB (TenedoHbI, AJEKTpOHHAs TOYTa, CTPAHWUYKH B COIMAIBHBIX
CeTsIX), HAJTMYKE MOATBEPKIAIOIINX TOKYMEHTOB.

MouieHHMYeCTBO HA cAUTAaX 0eCIUIaTHBIX 00bABICHUI

Pasmemmast oObsBICHHS, WIM TOKyMas dYro-nuOO Ha caiTax OecCIIaTHBIX
oObsiBIeHUN (Hampumep, «ABUTO»), OyIbT€ BHHUMATEIbHBI M OCTOPOXHBI, TaK Kak
MOIIICHHHKH OY€Hb YacCTO HCIOJB3YIOT WX s obmaHa. [IpomaBas 4To-TO, BBI KemaeTe
MOJIYYUTh TPHUOBUTH, HO, CTOJKHYBIIUCH C MOIICHHHUKAMHU, MOXETE MOTEPATh BCE CBOU
cOepeKeHMUs.

Kak Bac MoryT 00MaHyTh:

Onjara wiam mnpeaomiaara 3a Bam ToBap. OdYeHb YacTO 3aWHTEPECOBAHHBIC
MOKyMaTeNIn TPeaJaraloT TMPOW3BECTH OIUIaTy (eciu cymMMma HE3HAYUTENbHAs) WU
MpeaoIUIaTy 3a Ball TOBAap, HO CAENATh 3TO MOTYT MO KaKUM-TMOO MPUYUHAM TOJIBKO Ha
O0aHKOBCKYIO KapTy (HaxXomsTcs B APYrOM TOpOJie, HET HAJIMYHBIX JIEHET, JCHBIH Ha
PacUYETHOM CYETY U T.M.), HO MPU 3TOM TPeOyIOT COOOIIUTh HE TOJIBKO HOMEpP KapThl U
OUO (Oonbiie s MepeBojia HUYETo He TpedyeTcs), HO U Apyrue AaHHble. [lomHuUTe, 4TO
€CJIM Bac MPOCAT COOOUIUTH MHPUIIEAINA Ha TenedoH KoJ, MPOUTH K OaHKoOMaTy u



COBEpIUUTh KaKUE-TO JEHCTBHUSA, BCTaBUB Bally KapTy (4ToObI, HampuUMep, MOITBEPIUTH
MPOXOXKJEHUE IJIaTeXa), COOOLIUTh CPOK JEHUCTBUSA KapThl U TPEX3HAUYHBIM KOJ Ha
00OpOTHOM CTOpOHE, TO 3TO MOUIEHHUKU. IlpekpamiaiiTe KOHTaKTbl C TaKUMHU
«MOKYTATEISIMU» U, €CJIH YCIEIU COOOUIUTh KaKUe-TO JIaHHbIE, HEMEIJIEHHO OJIOKUpYHTE
0aHKOBCKYIO KapTy, IO3BOHUB 10 YKa3aHHOMY Ha HEW HOMeEpY TenedoHa.

Ilpenonsara 3a nmokynaemslii ToBap. [lokymas 4to-1u60, OyabTe OCTOPOXKHBI,
€CIIM Bac TMpOCIAT MPOU3BECTH IMpeaoIuiaTy. BrojiiHe BO3MOXKHO, YTO MOJYy4YuB €€,
«MpOJIaBeI]) MEePECTaHET OTBEYATh HA BAILU 3BOHKH.

CMC-coobuiennsi co ccblikoil. Ha HoMep, KOTOpbIi BbI yKa3zanu Mpu MyOJuKaluu
OOBSBICHUS O NPOJAXKE WU JKENAHUU YTO-IMO0 KymnuTh, MoOxeT mpuitd CMC-
COOOIIeHHE C TpEeIOKEHUEM TOBapa, oOMeHa M CChUIKOM Ha 3TOT ToBap. Eciu BbI
nepeiaére mo CchUIKe, TO 3arpy3uTe Ha CBOM Telle(OH BpPEJOHOCHOE MPOrpaMMHOE
oOecrieyeHue, KOTOpoe MO3BOJIUT MOUIEHHUKAM MOJYYUTh JOCTYI K BallUM OaHKOBCKUM
KapTam.

ByabTe 0cTOpPOXKHBI, €cJIM BaM Npeaiarair:

. Ha3BaTh HOMEp OAHKOBCKOM KapThl, TPEX3HAYHBIM KOJI HAa OOOPOTHOW CTOPOHE
kaptel, [IMH-kox;

. IPOU3BECTH MAHUITYJISAIMUA ¢ OAHKOBCKOM KapTou y OaHKOMaTa;

. COOOIIUTH MPHUIIEAITNN Ha TeaedOH KOI;

= NEPEBECTH CYMMY JI€HET (aBaHC, 3aJI0T, MOIUIMHA, HAJIOT, OIIMO0YHO MepeBeAEHHBIM
IIaTeX | T.10);

. nepeitu 1o cceuike B MHTepHeTe, B CMC- unmu MMC-coobmiennu Ha cMapThoHe;

= O3BOHUTH 10 yKkazaHHOMY B CMC-cooO1iennu Homepy TenedoHa;

= OTIIPaBUTH Balll HOMEP TenedoHa;

= ornpaButh CMC-cooO1ieHne Ha KOPOTKHI HoMep;

. Ha3BaThb IIaPOJIH OT BAlIUX JIMYHBIX CTPAHUYCK B COOUAJIBHBIX CCTAX.




1. CoBeThl 110 6€30MaCHOCTH PadoTe B 001IeOCTYNHBIX ceTsiXx Wi-fi:

. He nepenapaiite cBoro quuHyio nHpOpMaIUio depe3 oomenoctymabie Wi-Fi
cetu. PaboTtas B HHX, KenaTeJbHO HE BBOJWUTH NApOiM JOCTYIA, JIOTMHBI U KaKHE-TO
HOMEpA;

" Hcnonb3yiiTe 1 0OOHOBIIANTE aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. Tem
caMbIiM Bpl 06e3omacurte cedst OT 3aKauku BUpyca Ha YCTPOUCTRBO;

. [Tpu ucnonszoBanuu Wi-Fi otkitounte Gpynkuuio «O0mumii noctyn K daitnam

u npuHTepam». JlaHHas QyHKUOUS 3aKpbiTa IO YMOJYaHUIO, OJHAKO HEKOTOPbHIC
M0JI30BaTENM aKTUBUPYIOT €€ JJIs y00CTBa UCIIOIB30BaHUS B paboTe WK yueoe;

= He wucnone3yitte nyomuunsii WI-FI nns mepemaun JMUYHBIX  TaHHBIX,
HaIrpuMep ISl BEIXOJa B COIMANIbHBIC CETU WU B DJIEKTPOHHYIO TMOYTY;

= Ucnons3yiite Tonbko 3amuiieHHoe coequuenue uepes HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-apeca BBOAM UMEHHO «https://»;

. B moOwisHOM Tenedone otkmounte QyHkuuio «[logkmrouenne k Wi-Fi
aBTOMaTuuecku». He momyckaiiTe aBTOMaTHYECKOTO TMOIKIIOUYCHUSI YCTPOMCTBA K CETSIM
Wi-Fi 6e3 Barero cormacusi.

2. Ocnosnvie cosemuvl no 6€30NACHOCHIU 8 COUUANLHBIX CEMAX:

u OrpanuubTe cUCOK Apy3eil. Y Bac B Ipy3bsix HE JOHKHO OBITH CITyYalHBIX
HE3HAKOMBIX JIIOJEH;
o 3amuinaiTe CBOIO 4YacTHYIO >kM3Hb. He ykaspiBaiiTe mnapomnu, TenedoHsl,

azpeca, JaTy TBOETO POXKAEHHUSA W JPYTylO JIMYHYIO HH(OpMAalMo. 3JI0yMBIIIJICHHUKHA
MOTYT MCTOJb30BaTh Jaxxe MHPOpMAIHIO O TOM, Kak Bel u Bamm poautenu mianupyere
IIPOBECTHU JIOCYT;

. Eciu Bel roBopute € JrOABMH, KOTOPBIX HE 3HAETE, HE HCIOJB3YHTE CBOE
peanbHOE UMS U JAPYTYIO JIMYHYIO0 UHPOPMAIIUU: UMSI, MECTO JKUTEIHCTBA, MECTO YU€ObI U
npouee;

. N3zberaiite pasmenienus Gotorpaduii B MuTepHete, rne Bl n3o0pakeHsl Ha
MECTHOCTH, 110 KOTOPOW MOYKHO ONPEIEIUTh Balie MecTononoxeHue;

. [Ipu peructpanuu B CONMATBLHON CETH HEOOXOAMMO HCIIOIB30BATh CIOKHBIC
MapOoJIU, COCTOSIINE U3 OYKB M IU(P U ¢ KOJIUISCTBOM 3HAKOB HE MEHee §;

. Jlns coruanabHON CeTH, MOYTHI M APYTUX CAWTOB HEOOXOJIMMO HCIOIh30BaTh

pazubie maposd. Torma eciu Bac B3iaoMaroT, TO 3J0YMBINIJIEHHUKU MOJyYaT JOCTYI
TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpa3y.
3. OcHnogHble cogemul no 6e30nacHoll pabome ¢ ITEKMPOHHLIMU 0CHb2AMU:

= [TpuBsKuTE K cueTy MOOWIBHBIN Tene(OoH. ITO caMblil yIOOHBIA U OBICTPHII
Croco0 BOCCTAaHOBHUTH JOCTYI K cueTy. [IpuBsi3aHHbIA TenepoH MOMOXKET, eCiu 3a0yaere
CBOU IUIATEKHBIN MMAPOJIb WIIK 3aiJIETE HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

. Ucnonw3yli onmHopazoBble maponu. llocne mnepexoma Ha  yCHICHHYIO
apropuzanio Bam yxe He OyAeT yrpoxaTbh OMNAcHOCTh KpaXXu WIM [epexBara
MJIATEKHOTO MapoJis;

. Boibepute cnoxHbiii naposib. I[lpecTtymHukam OyaeT HE MPOCTO yraaarhb
CJIOKHBIM maposib. HajexHble mapojii — 3TO MapoJid, KOTOPhIE COJEp’KaT HE MeHee §
3HAKOB W BKJIIOYAIOT B Ce€0Sl CTPOUYHBIE U NPOMUCHBIE OYKBBI, HUPPHI U HECKOJIBKO



CUMBOJIOB, TaKM€ KaK 3HAK Jojuiapa, (yHTa, BOCKIMIATENbHbIN 3HAaK U T.n. Hampumep,
StRONg!;;

. He BBOUTE CBOM IMYHBIEC JAaHHBIE HA CATaX, KOTOPHIM HE TOBEPSIETE.
4. OcHnognbule coeemul no 6e30naAcHoll padome ¢ INEKMPOHHOU NOYMOUL:
" Hazno BeIOpaTh npaBUiIbHBIN MOYTOBBIN cepBUC. B mHTEpHETE €CTh OrpOMHBIN

BbIOOpP OECIIaTHBIX MTOYTOBBIX CEPBUCOB, OAHAKO JIYYILIEe JOBEPSITh TEM, KOTO 3HAETE U KTO
IIEPBBI B PEUTHUHIE;

= He ykaspiBaiiTe B JMuHON mouTe JuuHy0 uHopMmanuio. Hanpumep, mydiie
BbIOpATh «MY3bIKaIbHBIA _(haHaT@» unu «pok2013» Bmecto «temal3y;

= Hcnonp3yiiTe ABYXATANHYK aBTOPU3ALMIO. OJTO KOrJa IMOMHMMO HapoJisd
HY>KHO BBOAUTH KOJI, TPUChUIaEMBbIil 10 SMS;

= Bribepute cnoxxHbIil napoib. [ Kaxaoro mo4roBoro SuKa JTO0JKEH ObITh
CBOW HAJECKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

= Ecan  ectp BO3MOXHOCTH HamuMcaTb C€amMOMYy CBOW JIMYHBIM  BOIIPOC,
UCIIOJIb3YUTE 3TY BO3MOYKHOCTB;

u Hcnonp3yiiTe HECKOJBKO TMOYTOBBIX SAIIUKOB. IlepBbId 18  4acTHOM

HEPENUCKU € aapecaTaMH, KOTOpbIM Bbl noBepsiere. JTO 3JEKTPOHHBIA agpec HE Halo
UCIIOJIb30BaTh MPU PErucTpanuu Ha (opyMax U canrax;

o He otkpsiBaiiTe (aiimbl ¥ apyrue BIOKEHHS B IMUCbMax JaXke €ClId OHU
npunuin ot Bamux apyseit. Jlyuiie yrounute y HUX, OTIPABIISIIN M OHU Bam a1 (aiinsr;
o [Tocne okoHUaHus1 pabOThI HA TOYTOBOM CEPBHCE NEPE]] 3aKPHITUEM BKIIAJIKU

C caiiToM He 3a0yJbTe HaKaTh Ha « BRIATHY.

5. Ocnognule cosemut no 60pvoe ¢ huwiunzom (UHmMepHemM-MOULEHHUYECMBA):

= Cnenute 3a cBouM akkayHTOM. Eciu Thl mojo3peBaeiib, uTo Bama ankera
Obl1a B3JI0MaHa, TO HEOOXOIWMO 3a0JIOKMPOBATh €€ M COOONIUTh aJIMHHHCTPATOpPaM
pecypca 00 3TOM KaK MOXKHO CKOpee;

. Hcnonw3yiite Ge3omacHble BeO-CalThl, B TOM YHCIIe, HHTEPHET-Mara3uHoB U
MIOMCKOBBIX CUCTEM;
. Hcnonw3ylite crnoxkHbIE W pa3Hble mapoiu. Takum oOpazom, ecnu Bac

B3JIOMAIOT, TO 3JIOYMBIIIICHHUKH TIOJIy4aT JIOCTYH TOJIBKO K ogHOMY Bamemy npodwio B
CETH, a HE KO BCEM;

. Ecnu Bac B3nmomanu, To HE0OOXOAMMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX,
KOTOpBIC T00aBeHbI y Bac B ipy3bsx, o ToM, uto Bac B3momanu u, BO3MOXKHO, OT Barrero
MMEHHU OyJIeT pacchlIaThCs CIIaM U CChUTKH Ha (DUIIMHTOBBIC CANTHI,

. YcranoBute HaaexHbii napons (PIN) Ha MoOubHEI TenedoH;

. OTkrounTe CoOXpaHeHue maposs B Opaysepe;

6. OcHnosnble coeemuvl no 3auwiume UUPpPoeoll penymauyuu (HecamueHas UIU
nozumuenasa unopmayusa ¢ cemu o Bac):

. [Tomymaiite, mpexie yeM 4TO-TO MyOJIMKOBATh U mepeaaBaTh y Bac B Oriore
WA B COIMAILHOM CETH,

. B nactpoiikax npodusis ycTaHOBUTE OrpaHMYEHUs Ha mpocMoTp Bamero
NpoHIIS U €r0 COACPKUMOT0, CACIANTE €T0 TOJIBKO IS IPY3eiin;

. He pa3smemiaiite u He yka3biBaliTe HH(POpMAIUIO, KOTOpasi MOXKET KOr0-1100
OCKOPOJISTh T OOMXKATh.



CoburopaiiTe npaBuia:

. [TomHuTE, YTO B BUPTYAIIBHOM IIPOCTPAHCTBE OTBETCTBEHHOCTH HACTYIIAET MO
peaNbHBIM 3aKOHaM,;

o VYBaxuTenbHO U JOOPOCOBECTHO OTHOCUTECH K IPYTUM MOJIb30BATENSIM CETH
HNuTepHer.

DenepajbHaf cJIy:k0a Mo HAA30py B cepe CBA3U, MHPOPMANMOHHBIX TEXHOJOTHH U
MaccoBbIX koMMyHuKkanuii (Pockomuanzop):

Ynpasienue Pockomuanzopa no Boarorpaackoii odsactu u Pecnyosnke Kaambikust

[To o6patieHusM, OTHOCUTENBHO AESITEIbHOCTH MOIIEHHUYeCKX HTepHEeT-pecypcos,
CO3/JIaHUSI UCIIOJIB30BAHUS M PACTIPOCTPAHEHHS] BPEAOHOCHOI'O MPOrPAMMHOI0
oOecrieueHus, HEMPaBOMEPHOTO JOCTYIa K KOMITbIOTEPHON MH(OPMAITUH, XUIICHUSIM,
COBEPIIEHHBIM C HCTOJIb30BAaHUEM TOICTbHBIX 0AaHKOBCKUX KapT, SJIEKTPOHHBIX
TUTATEKHBIX CUCTEM U CUCTEM AUCTAHIIMOHHOTO 0AHKOBCKOTO OOCITYKUBAHUS



